SS PANDEMICS & POWER OUTAGES — WHAT NEXT? = 


BRIAN DALY, WB7OML 
TECHNICAL SPECIALIST, ARRL GEORGIA SECTION 


2020-2021 —-A YEAR TO REMEMBER (OR FORGET!) 


= Hurricanes =» Rain & Flooding 


= Official alphabetical list of hurricane names was used up, had to 


Edenville and Sanford dam failures near Midland, Mich forced 
move to the supplementary list of Greek letter names 


some 10,000 residents to evacuate 
= 30 named storms — most on record, most continental U.S. 


- mos = Heat 
hurricane landfalls in a single season 


. = Phoenix set a record for the most days with temperatures of 
= Wildfires 100 degrees Fahrenheit or higher with 144 days 


= Winter Storms 


= Burned more than four million acres across California 
= Tornados Winter Storm Uri - widespread impacts across the United 
States, Northern Mexico, and parts of Canada 

January 10,2020 - 50 tornadoes were confirmed across Texas, P 
Louisiana, Mississippi, Arkansas, Tennessee, and Missouri 


= Record-breaking blizzard in the Rocky Mountains and a 
= — |,022 total in 2020, 78 fatalities significant snowstorm in the Upper Midwest 


Sources: https://www.scientificamerican.com/article/a-running-list-of-record-breaking-natural-disasters-in-2020/; 
https://en.wikipedia.org/wiki/Tornadoes_of 2020 


BUT THAT WAS ONLY WHAT MOTHER NATURE DEALT ... 


= Domestic Terrorism 


= Domestic terrorism suspects reached one of its highest numbers ever in 
2020 with more than 120 suspects charged by the U.S. government 


= Could rise over the next year depending on political polarization, the 
persistence of the Covid-19 pandemic, worsening economic conditions, 
growing concerns about immigration (whether real or perceived), racial 
injustice, or other factors 


= Nashville Bombing 
= Cyber Threats 


= Tillamook County - penetrated the county’s computer and phone systems 
through encryption malware 


= Coronavirus pandemic has spawned a huge increase in cyberthreats and 
attacks 


= A growing number of known threat groups have been specifically targeting 
electric utilities in North America, according to a report from ICS/OT 
cybersecurity firm Dragos 


= Let’s Not Forget Nation State Threats 


a North Korea, Iran, China, Russia 


= Expect more nation-state cyberattacks Mark Humphrey/AP 
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Sources: https://en.wikipedia.org/wiki/2020_ Nashville bombing; 
https://abcnews.go.com/US/domestic-terrorism-hate-exploded-2020-biden-administration/story?id=74604589; 
https://www.csis.org/analysis/war-comes-home-evolution-domestic-terrorism-united-states 


"The exceptional COVID-19 crisis we are going through right now shows how 


vital information and communication technology networks and services are, both 
to respond to the current pandemic and to address disaster management“ 
ITU Secretary-General Houlin Zhao 


UNDERSTANDING COMMUNICATION TRENDS 


WHAT DOES THIS MEAN FOR COMMUNICATION EMERGENCIES? 


Life’s Necessities include: Food, Sleep, Shelter, Clothing,... 


A fifth necessity: broadband access 


Data use on an average day is equivalent to streaming nearly 100 million two-hour 
long movies in HD 


Expect consumers to use around 4.6 terabytes per month in 2025, roughly five 
times more data than they do today 


And we think the 13 connected devices in the average home today will grow to 32 
devices 


Soaring demand for virtual connections as physical connections had to be 
put on hold 


Videoconferences 

Virtual Learning 

Business transformations 

Virtual doctor visits via telemedicine 
Calls for aid from first responders 


Even in an era of text messaging, Facebook and FaceTime, some have turned 
to ham radio for a sense of connection in a time of social distancing and 
isolation 


Connected 


468.1 Petabytes of data 


Average daily network traffic 
40% increase YoY 


51% increase 


in peak text rate 


Pandemic 1-day record (NYE): 99,000 texts/ sec. 


73 


fp 


Source:AT&T 


COMMERCIAL WIRELESS NETWORKS ARE EVOLVING 
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SERVED AGENCIES EVOLVING TOWARD MOBILE BROADBAND 


saa FIRSTNE I. 


ee Built with AT&T 


Deploy, operate, maintain, and improve the first high-speed, nationwide wireless 
broadband network dedicated to public safety 


Reliable, highly secure, interoperable, and innovative public safety communications 
platform will bring 21st century tools to public safety agencies and first responders, 
allowing them to get more information quickly and helping them to make faster and 
better decisions 


Covers more than 2.71 million square miles - more than 99% of the U.S. population 


More than 15,000 agencies and organizations — accounting for more than 2 million 
connections nationwide — have subscribed to FirstNet 


Band 14 — high-quality spectrum set aside by the U.S. government specifically for 
FirstNet 


Mission Critical Services - Push-to- Talk, Compact Rapid Deployables™ and Z-Axis 
capabilities 


FirstNet device and app ecosystem now has more than 210 FirstNet Ready™ devices 
and over 160 highly secure apps 


THE BOTTOM LINE ... 


= Society is highly dependent on commercial mobile and 
fixed communications 


= Social Media 


= Our Served Agencies continue to be dependent on 
communications 


= Traditional PTT radio systems 
= Evolving use of commercial mobile systems 


= And yes, Social Media 


= Communication Skills are the key 


= Human to human communication expanding to human to 
machine, or machine to machine, communication 


COMMUNICATION EMERGENCIES IN 2020/202 | 


WILDFIRES 


= 2020 California wildfire season was a record-setting year 
= 9,917 fires had burned 4,257,863 acres 

= Communication facilities impacted 
a including electrical grid shut-downs by PG&E 
= Fire damage 


= Federal Emergency Management Agency (FEMA) made available 
two 60-meter channels for interoperability between US 
Government stations and US amateur radio stations involved in 
emergency communications related to the wildland firefighting 
response in California, Oregon, and Washington 


= FCC granted ARRL's request for a temporary waiver to permit 
amateur data transmissions at a higher symbol rate than 
currently permitted by section 97.307(f) of the FCC amateur 
service rules 


= Waiver for amateur radio licensees directly involved with 
hurricane and wildfire relief via HF using PACTOR 4 modems Source: https://www.fire.ca.gov/incidents/2020/ 10 


NASHVILLE 


= Impacts: 


Facility includes connection points for regional internet services as well as local wireless, internet 
and video 


In the hours that followed the explosion, local service remained intact through temporary battery 
power 


Unfortunately, a combination of the explosion and resulting water and fire damage took out a 
number of backup power generators intended to provide power to the batteries. That led to 
service disruptions across parts of Tennessee, Kentucky and Alabama. 


Prioritized restoration of wireless service. 


= Timeline: 


December 25" - brought in regional resources and National Disaster Recovery teams 


December 26" - focus of the restoration continues to be getting power to the equipment 
(connecting generators through the walls); deployed more than 6 portable cell sites to aid in 
communication including for restoration teams and first responders; additional assets in route for 
deployment in the region 


December 27" - More than 75% of mobility sites affected have now been restored and we expect 
additional improvements as more equipment comes back online. Mobility service in the 


Birmingham and Huntsville, Alabama areas is now operating normally. 96% of our wireless network 


is restored, 60% of our business services are restored, and 86% of our consumer broadband and 
entertainment services are restored 


December 28" - majority of services have been restored; || portable cell sites running in the 
region 


December 29° - plans to bring commercial power back have been delayed due to recently 
discovered additional damage 


is essential to restoring wireless and wireline communications 


WES! 
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Source: Downdetector.com 


Source: AT&T 


NASHVILLE COMMUNICATIONS IMPACTS 


= Impacted 911 call centers, hospitals, the Nashville airport, 
government offices and individual mobile users 


= "People probably didn't realize that the 911 service was somehow 
associated with the telecommunications equipment and the 
connections that ran through that building (Vanderbilt University 
Professor of Computer Sciences Douglas Schmidt) 


= Residents in the area received reverse emergency calls to inform 
them not to dial 911, but instead to use another phone number 


= Hospital's landline phone systems went down and unable to receiving 
incoming calls 


= Flights were grounded at Nashville Airport on Christmas afternoon 
due to telecommunication issues 


= Issues with credit card devices 
= Multi-state regional disruption — Georgia to Kentucky 


= Communities across the Southeast experienced FirstNet 
outages after the Nashville bombing 


= Alabama: forced first responders to use two-way radio and text 
messaging systems after the state's primary communication network 
for public safety workers, FirstNet, was disrupted 
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"The bombing in Nashville illustrates the continued 
danger posed by bad actors to disrupt telecommunications 


networks critical to the American economy,“ 
Sen. Marsha Blackburn, R-Tenn. 


AMATEUR RADIO & NASHVILLE BOMBING 


=» WCARES [Williamson County ARES] 


= Held a continuous net their five-repeater linked system to assist hams as 
needed 


= Relayed news updates from AT&T and county governments and assisting 
callers on AT&T to implement wireless calling on their phones 


= Available for taking traffic and routing it to the state nets 
= MTEARS [Middle Tennessee Emergency Amateur Repeater System] 
= Hels nets on DMR repeater system several times a day 


= Main repeater at the TEMA [Tennessee Emergency Management Agency] 
site affected by the outage 


= Two DMR repeaters online in Williamson County, all communications is 
going through them 


= How exactly would hams be able to fill in for a multi-stat outage of 
Internet, cell phone, and POTS lines connectivity? 


Source: ARRL 


Notes: 

1 443.725 107.2 Nolensville - Hub 
01 441,925 100.0 Oak Ridge 

02 442.700 100.0 Deason 

05 443.900 100.0 Maryville 

06 442.025 100.0 Cleveland 

08 444.650 107.2 Short Mtn 

18 443.875 88.5 Crossville 

19 442.800 107.2 Nashville 


27 442.300 100.0W est Gibson Co. 


28 443.550 100.0 Pulaski 

30 441,850 100,0 Greeneville 
33 443.125 103.5 Signal Mtn 
34 442.450 100.0 Sneedville 
37 444.600 100.0 Mooresburg 


41 442.550 123.0 Hickman Co. 
45 443.725 100.0 Jefferson 

47 442.500 100.0 Knoxville 

50 443.400 100.0 Lawrenceburg 
$7 444.450 123.0 Jackson 

60 442.725 100.0 Southport 
68 442.850 107.2 Lobelville 

71 444.600 107.2 Cookeville 
74 443.900 107.2 Cross Plains 
78 444.900 100.0 Gatlinburg 
79 443.975 107.2 Pasquo 

81 442.625 107.2 Clarksville 
83 444.450 107.2 Gallatin 

91 443.950 100.0W ayneCo. 
94 443.075 156.7 Heritage 
94b 443.475 107.2 Franklin 


4-22-17 Change: 

Added repeaters 01 Oak Ridge, 

34 Sneedville, 37 Mooresburg, 
and soon 05 Maryville. Dotted 
lines show variable link paths. 

81 Clarksville’ s linkis unreliable. 


5-10-17 Change 
Link to 68 Lobelville is back up. 


3-16-18 Change 
Added repeater 94b Franklin 
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Source: MTEARS.org 


WINTER STORMS & TEXAS POWER CRISIS 


North American Regional 
= Major winter and ice storm that had widespread impacts Refabilite Charis 


and Interconnections 
across the United States, Northern Mexico, and parts of ] 
Canada from February |3 to | 7, 2021 


= Over 170 million Americans being placed under various 
winter weather alerts being issued by the National Weather 
Service in the United States across the country 


= Caused blackouts for over 9.9 million people in the U.S. and 


Mexico 

= 2021 Texas power crisis involved three severe winter storms 
sweeping across the United States on February |0—I1, 13-17, 
and |5—20, 


= Massive electricity generation failure in Texas, and resultant 
shortages of water, food, and heat 


= Texas Interconnection is maintained as a separate grid 


= Roughly 30 gigawatts of generation capacity forced offline 


IMPACTS — TEXAS POWER CRISIS 


Impacts: 
= Power outages across the state 
= Residents without heat for days on end 
= When some started to get their power back, but a new 
shortage emerged -- drinkable water. 
= Frozen pipes burst across the state. 
= Water that did come out of taps was often undrinkable due to 
dangerously low water pressure levels. 
= At one point,an estimated 13 million people were under a boil- 
water order, nearly half of Texas’ population 
= AT&T, T-Mobile, Verizon, Spectrum, Grande Communications 


experienced major outages 


OKLAHOMA 
Grand Total 


Count of 
Outages 


Wireless Users | Wireline Users VoIP Users Ooc3 
Affected Affected Affected 


279585 | 9,354 | 33,331 | 10,395 
302,793 | 9,624 | 33,331 | 10,396 


Of these outages, a total of four 911 call centers (Public Safety Access Points) in Texas and Oklahoma 


have been affected. 


Source: FCC 


AMATEUR RADIO RESPONSE TO TEXAS WINTER STORM 


= ARRLAmateur Radio Emergency Service and American Red Cross volunteers 
joined forces in Texas 


=» Winlink to get reports of infrastructure problems and unmet needs and to 
communicate information about warming centers 


= Support EOCs in Bexar, Brazos, Kerr, Travis, and Williamson counties 


= Williamson County ARES team was activated by the Williamson County 
Emergency Manager 


= Net to address power outages, vehicle accidents, health and welfare, and 
weather updates was running 24 hours a day 


= Reporting all pertinent information to Williamson County served agencies and 
emergency management 


= Grayson County ARES team activated to staff warming shelters Source: ARRL 


= Several Off-Road groups provided transportation support for First 
Responders, Frontline Medical and others 


Source: ARRL 


COMMON THEME 


= Power 
= Power 
= Power 


= Communication Systems run off power 
= Dependent on the commercial power grid 
= Short-term back-up (battery) 
= Restoration involves bringing in generators 


= Eventual return to commercial power 


= Consumer devices also need power 


= Cell phones, computers, cable modems, WiFi routers 


= Power is impacted during wildfires, hurricanes, blizzards, earthquakes, and 
tornados 


WHAT DEFINES A COMMUNICATION EMERGENCY 


LOOKING AT THE EVOLVING COMMUNICATIONS ECOSYSTEM 


WHAT DEFINES A COMMUNICATIONS EMERGENCY? 


= Communications Emergency 
= Partial or complete of a critical communications system 
= Remember - not every incident/disaster/event results ina Communications Emergency 


= COVID-1I9 was not in itself a “communications” emergency (but COVID did impact 
communications) 


= Nashville incident with the resulting 9-|-1 and phone outages did result in a 
Communications Emergency 


= Amateur Radio response to a Communications Emergency depends on several factors: 
= Scope/Impact of the Communications Emergency 


= Local/widespread 


= Short/long duration 


Source: AT&T 


= What communication systems are impacted 
= Timeframe for restoration 

= Ultimately, the Served Agency need for amateur radio support drives the amateur response 
= Relationships are critical 


= Training 


ANATOMY OF A COMMUNICATION EMERGENCY 


Communications Communications 
Degradation Phase Restoration Phase 


Normal Communications Normal Communications post- 
pre-event restoration 


Variables: 
Warning Phase Duration 
Event Phase Duration 


ee 
Opportunity for Degradation Phase Duration 
PP u Restoration Phase Duration 


Amateur Radio Response Length of Amateur Radio Response 


Warning Phase 
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Event Phase 


HOW CAN AMATEUR RADIO FILL THE GAP? 


What are the communications system dependencies? 
= Mobile — voice, data — social media 
= Landline — voice, internet 


= Served Agencies — radio systems, use of commercial 
systems 


= Don’t forget critical infrastructure — power! 
Understand the events/event duration for your area 


= Short duration events (earthquake) vs. long duration events 
(hurricane) 


= Short duration events can result in long duration 
communication emergencies 


= = What critical infrastructure is impacted? 
= Examples — power, cell service, water 


= Don’t plan for every possible low probability of occurrence 
event, but consider history of events in your area 


How will these events affect the degradation phase? 
=u What systems are affected by the degradation? 


= How fast will they degrade? Example — cell site battery ~6 
hours 


How long will it take to enter the restoration phase? 
= Extent of damage, available resources 

How long will the restoration phase take? 

= What systems will come online first? 


= Does the amateur response need to change during the 
restoration phase? 


Develop your plan, work with your served agency, train 
to your plan, and modify with lessons learned 
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EMP — THE REALLY BAD DAY 


= EMP has the potential to disrupt unprotected 
critical infrastructure and could impact 
millions over large parts of the country 


= Yes, power again — and cascading impacts 
= Cyber, man-made, natural (solar storm) 


= HF will be key for communications 
= SHARES, etc. 


= Amateur Radio 


UNCLASSIFIED 


Electromagnetic Pulse (EMP) Protection 
and Resilience Guidelines for Critical 
Infrastructure and Equipment 


February 5", 2019 
Version 2.2 


Developed by the 
National Coordinating Center for 
Communications (NCC) 


National Cybersecurity and Communications Integration Center 
Arlington, Virginia 


Note: Theve guiGelines co not endore Version 22 2088 
any referenced procuct, company, Guicefines are subject to change and 
service, or information external to DHS. UNCLASSIFIED: ney represent the ens of SE NCE. 


STRATEGY 
FOR 
PROTECTING AnD PREPARING THE HOMELAND 
AGAINST THREATS or ELECTROMAGNETIC PULSE 


AND 
GEOMAGNETIC DISTURBANCES 


October 9, 2018 


Vision: The United States is prepared for extreme electromagnetic incidents and capabie of 
quickly restoring critical infrastructure and supporting communities to fully recover. 
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SOME LESSONS LEARNED FROM 2020 INTO 2021 


= Assume you will be on your own 

= Don’t depend on the grid, water supply, or grocery stores 

= By the time disaster hits, it’s too late to prepare 

= Be ready for cascading failures 

= Develop operational plans, develop relationships, train to the plan 
= Communications goes beyond — but involves - amateur radio 


= “Citizens as a sensor” or crowdsourcing to gain better situational 
awareness 


= Whole community information sharing practices (social media and 
other nontraditional sources of information can support traditional 
information sources and act as an indicator) 


= Becreative 


= How can amateur radio assist in “crowdsourcing”? 
= NWS Skywarn 
=» USGS-Amateur Radio earthquake reporting Did You Feel It? (DYFI) system 


= How can “crowdsourcing” help the amateur radio response? 33 
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